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Abstract—We study fundamental limits on the generation of
secret keys based on the randomness inherent to reciprocal
wireless multipath channels. Estimates of the common channel at
the two ends of a link are jointly Gaussian sources from which
secret keys can be generated. The key generation problem is
cast as an equivalent communication problem to characterize
the secret key capacity. We analyze the low-SNR regime to
quantify the minimum energy per secret key bit required for
reliable key acquisition. Our results show that, in contrast to
the low SNR behavior of conventional channel capacity, there is
a non-zero SNR ~* that achieves the minimum energy per key
bit. A time-sharing scheme is proposed to achieve the minimum
energy per key bit at any SNR below ~v*. We also investigate the
reliability of secret key generation via error exponent analysis. In
particular, our results yield a tight upper bound on the minimum
energy required to generate a finite-length key with a specified
probability of error in key acquisition.

I. INTRODUCTION

Unconditional security, in contrast to computational security
(of, e.g., public-key cryptography) is not based on hardness
assumptions of certain mathematical problems. Shannon’s one-
time pad [1] was the first example of unconditional security.
If a secret key that is at least as large as the unencrypted
plaintext is shared by two users, then Shannon showed that the
ciphertext can be made independent of the plaintext, revealing
nothing about the original source. Unfortunately, this solution
relies on the secure distribution of large secret keys, itself a
difficult problem.

An alternate approach is to gemerate a secret key from
sources of dependent randomness available to two users. A
public discussion between the users is allowed to assist in the
process. Here the technical hurdles are two-fold. First, how
can the two sources of randomness be reconciled to produce
a common source of identical randomness that can serve as a
secret key? Second, how can the discussion be structured so as
not to leak any information about the key to an eavesdropper?
Maurer [2] and Ahlswede and Csiszar [3] show that this type
of key-generation is possible. If the two legitimate users A and
B observe dependent discrete memoryless random sources X
and Y, and the eavesdropper E observes a third dependent
random source Z, then the supremum of reliable secret key
rate (Theorem 1 of [3]) is

C. = max (I(T; Y |U) = I(T; Z|U)) (1)
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which is called secret key capacity. The maximization in (1) is
over all auxiliary variables U,T" satisfying Markov condition
U—-T—-X-Y Z. Furthermore, the secret key capacity is upper

bounded b
ouncec by C, < I(X:Y|Z) . )

Based on N observations X*V and Y, the secret keys can
be generated by one way discussion: user A generates the
key K4 = Q(X?") and forwards message M to user B via
public channel and user B generates the common key Ka
based on YV and M (e, K4 = Q(YN,M)). The error
probability Pr[K 4 # K 4] can be made arbitrarily small if N
is sufficiently large. The public message M plays a crucial
role. Without such a discussion the rate at which identical
randomness can (with high probability) be extracted from two
general sources of dependent randomness is zero [4].

Once cast into this setting, the generation of secret keys
from dependent sources of randomness with a public discus-
sion can be seen to be a type of distributed source coding
problem. As such, it can be described in the Slepian-Wolf
framework [5]. Reliable recovery of K 4 requires the rate of
the message M to be greater than H(X|Y).

In wireless communications, the channel itself is a source
of randomness resulting from multipath fading. In particular,
when transmissions are bi-directional and in the same fre-
quency (e.g., time-division duplexed systems), the reciprocity
property [6] of electromagnetic wave propagation assures that
both users observe the same channel. In this setting, K 4 and
K 4 involve estimates of the common random channel at the
respective users. For wideband and multi-antenna channels, the
resulting keys can be quite large due to the large number of
independent channel parameters. Secrecy from eavesdroppers
is ensured by the physics of propagation: in a rich multipath
environment, if the eavesdropper is physically separated (even
by a few wavelengths) from the legitimate users, its channel
output Z will be nearly statistically independent of X and
Y. For these reasons, reciprocal wireless channels provide an
attractive source of randomness for key generation. Previous
related works include Hassan et al. [7] who use coding to
improve the probability of key acquisition without the public
message M, Wilson et al. [8] who study the ultrawideband
channel and use a Slepian-Wolf scheme, and Sayeed et al. [9]
who consider an uncoded communication protocol and analyze



the minimum energy required for key acquisition.

In [10] Wyner provides the crucial insight that underlies
all implementations of Slepian-Wolf coding: the distributed
source coding problem, at its core, is a channel coding prob-
lem. In a similar vein, in this paper we cast the key acquisition
problem into an equivalent communication problem.

Our main results involve quantifying two fundamental lim-
its: the secret key capacity and the reliability (error exponents)
of key generation in reciprocal wireless channels. We con-
sider limits on key generation from the unquantized Gaussian
sources that result from transmitting known training signals
over reciprocal wireless channels and derive the secret key
capacity by optimizing over the space of training signals with
a given power constraint. We study the low-SNR regime to
quantify the minimum energy per key bit required for reliable
key generation. In contrast to the behavior of conventional
channel capacity, the secret key capacity is not a concave
function of SNR ~. As a result, the minimum energy per key
bit is achieved at a non-zero SNR that we denote v*. We
develop time-sharing strategies for achieving the minimum
energy per key bit at any SNR below ~*. Finally, we also
study the reliability of our system via error exponent analysis.
In particular, we bound the energy required to generate a key
of a fixed finite length as a function of the probability of error
in key acquisition.

II. SYSTEM MODEL

Consider a wireless channel consisting of N parallel in-
dependently fading channels (e.g., OFDM sub-carriers). We
assume that the parallel channel is static over at least two
channel uses. Users A and B sequentially send a training
signal, d = [dy ds ... dx] € CV, over two uses of the parallel
channel to estimate the channel. The received signals at A, B
and E are

x4 =Hypd+ny, xp = Hpad + np, 3)

xgA = Hgad +ngy, xgp = Hgpd +ngp,

where ny ~ CN (0,031Iy) is the receiver noise at A,
the N x N matrix Hyp = diag(hap) where hup =
[HABJ Hypo HAB’N} is the vector of chan-
nel gains. We consider Rayleigh fading channel hap ~
CN (0, Aap). Other channel matrices and noise vectors are
defined similarly. The noise vectors are independent of each
other. We assume channel reciprocity whereby hyp=hpg,=
h, and assume sufficiently rich scattering so that that this
common channel h is independent of the eavesdropper chan-
nels hgs and hgp. In this paper we focus on i.i.d. parallel
fading channels and assume, without loss of generality, that
the channel gains are of unit-variance, i.e., Aap = Iy. In
the case where %Zé\;l |di|? < &, (3) becomes N i.i.d.
parallel channels in which the average signal-to-noise ratio
(per dimension or per sub-carrier) at A is defined as y4 = fz .
~p is defined similarly. B

III. MAIN RESULTS

In practice secret key generation involves estimation of h
at both A and B (from x4 and xp), followed by quantization

and reconciliation (i.e., the public discussion), resulting in
the keys K4 and K 4. Each pair of random variables at A
and B associates with an equivalent channel, for example,
Py x4+ Since the eavesdropper channels are independent of
h, for a given training signal d, xg = (Xgpa,Xgp) is con-
ditionally independent of x4 and xp. By this independence,
+1(xa;xp|xp)=11(xa;xp) bounds the achievable secret
key rate Rs. In the i.i.d. parallel channel setting mentioned
in previous section, the secret key capacity is found by
optimizing over d satisfying +; Zi\;l |di|? <E,. This can be
considered that the training symbol is i.i.d. random variable
D with distribution in the set D= {Pp : E[|D|*] < &}. (3)
simplifies to

Xar=DpyHpy+Nag, Xpr=DyHy+ Npr, @)

where the channels are i.i.d. for 1 <k <N. Xpg 1 is defined
accordingly. The following Theorem 1 shows that the secret
key capacity can be found by choosing the distribution of D in
the set D that maximizes the conditional mutual information
I(X4; Xp|D). As we will see, the optimal D is a deter-
ministic at high SNR but corresponds to time-sharing at low
SNR. This means the capacity-achieving training signal at low
SNR is peaky. As noted in the Introduction, approaching these
performance limits (e.g., via Slepian-Wolf coding) requires
additional information M exchange between A and B. Thus,
implicit in our analysis is an error-free public channel. For
simplicity, in this paper we ignore the energy costs associated
with transmission of M.

A. Secret Key Capacity

Theorem 1: Let D have distribution Pp where the realiza-
tion of D is known by all users (including eavesdropper).
When D satisfies average energy constraint, the secret key
capacity of i.i.d. fading channel is

Cs = pax I(X4; Xp|D) . (5)

Proof: From (2), the secret key capacity is upper bounded
by I[(Xa,D; Xp,D|Xg,D) = I(Xa; Xg|D). From (1) and
let U=const, T =X = (X4,D), Y =(Xp,D) and Z =
(Xg, D), Cy is lower bounded by !

Cs > I(Xa,D;Xp,D)—1(Xa,D;Xg,D)
= h(Xa,D|Xg,D)—h(X4,D|Xg,D)

WMXa|D) = h(Xa|Xp,D)=1(Xa; Xp|D) ,
which is equal to the upper bound. Here uses the fact that con-
dition on D, X is independent of X 4 and X p. Optimizing
over Pp € D to get secret key capacity. |

Corollary 1: (Deterministic training signal) In the case
when D = d (i.e., D = d with probability one) and |d|? = &,
the achievable secret key rate as function of SNR is 2

I(y) = log(l+1eq) nats/dimension (6)

11 1\t
— 4+ — + @)
YA  YB  YA'B
'h(-) is the differential entropy

2Thoroughout the paper, log(-) and log,(+) refer to the logarithm in base
e and 2, respectively.

Yeq =



Proof: From (4), [X4, Xp]T ~ CN (0,K4p), where

| &+ O'i &
Kap = [ &, Es+ % }

Since d is constant
I(v) = I(Xa;Xp) =h(Xa)+h(Xp) — h(Xa,XB)

2 2
— log((55+JA)(gs+0—B))log(1+,yeq)
Kas|

|

Remark: The secret key rate function in (6) has the same
form as conventional AWGN channel capacity by replacing
SNR 7 with 7¢q. This can be examined by noting the fact that
the equivalent channel Px . x, can be expressed in terms of
an additive Gaussian noise model. Rewriting X in terms of
its minimum mean-squared error estimate (MMSE) from X 4,

we get E[XpX,
BX}]
X = —— 2 X %%
B E[[Xa?] A+ Wpg
= 6XA + WB 5 (8)
where 0 = Eiﬁ Since X4 and Xp are jointly Gaussian
sTOQ

with zero mean (recall that d is known), the error in the
estimate, W p, is also zero-mean Gaussian and independent of
X 4 due to the orthogonality principle and Gaussianity. Using
E[|Wg|?] = E[|XB|?] — E[|3X a|?], we get the overall signal

1BPE[X4%] _
EWo2] = Yea:

From (7) we see that if we fix one user’s SNR, say g,
and let 74 — oo, then v.q — 7B. The secret key capacity is
thus dominated by the lower of the two SNRs. This is because
the equivalent channel Px | x, is induced by two underlying
noisy channels and the compound channel is dominated by
the worst noise in the extreme cases. It is often reasonable
to assume that the two users operate at the same SNR or at
nearly the same SNRs. In the rest of the paper we assume that
Y4 =B = 7, for which

Yeq

to noise ratio

72

TS

In the high-SNR regime, 74 =~ 7/2 because the equivalent
(compound) channel embeds twice the noise and I () =~
log (1 + %) In the low-SNR regime, Yoq &~ 7? and () ~

log(1 +72) ~ +2.

(€))

B. Time-sharing Scheme and the Low-SNR Regime

At low SNRs, I () ~ 2 (i.e., convex) and so time sharing
improves achievable rate. We now introduce a time-sharing
scheme that operates between two SNRs (v and ;) with
time-sharing factor 0 < A < 1. The average SNR and the
achieved secret key rate are

v = 1=MNw+In
I;FS('% )‘) = (1 - A)Is(70> + )\Is(lyl)

Since in the low-SNR regime I ~ 7?2 is a convex function (see
Fig. 1), 7% (v) yields a higher secret key capacity than I (7).
Thus, we choose 79 = 0 and define the optimal time-sharing
scheme that maximizes the 175(y, \).

Definition 1: The optimal time-sharing secret key rate at

the average v > 0 is
1500 = ML) = XL (5
g

(10)
* _ 7 «_
A —argor%lf%(l)\ls ()\) and v* = e (11

No time-sharing corresponds to A = 1. The optimal A\* and
v1 = 7" can be derived by taking the derivative of the
argument of (11) with respect to A and finding the stationary
point. Using the relation v* = v/\*, it can be shown that the
optimal operating v* satisfies

L(y")=~"" @Is(v)

where

(12)

Y=
Resulting 17 () is a concave envelope of I(7) (see Fig. 1),
thus, I7°(y) > I,(y) for all ¥ > 0. Next theorem shows
that the 17(«y) achieves secret key capacity in (5). Therefore,
the optimal training signal is a peaky on-off signal switching
between v = 0 and v* with distribution
A, forD=d,|d? =22
PD_{l—)\*, for D=0 SRS
Theorem 2: For the training signal satisfying average en-
ergy £ < o2, the secret key capacity is
Ci(7) = 175(7) - (14)
Proof: From Corollary 1, for a given training signal
D = d, I4(y) is an increasing function of SNR |d|?/c2.
Additionally, I79(y) > I,(v) is increasing and concave in
v. The secret key rate is upper bounded by

I(Xa;Xg|D) = E[(Xa;X5|D=d)]=E|[I(|d?/o?)]
E [175 (|d2/0%)] £ I7S (B [|d12/0?])
1T5(v) .

where (i) follows Jensen’s inequality and concavity of 17,
(ii) is due to average energy constraint. |
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C. Minimum Energy Per Key Bit

In a conventional AWGN communication channel, it is well-
known that the low-SNR regime (v — 0) is the most energy-
efficient [11]. However, as just discussed, secret key capacity
acts differently in the low-SNR regime. At a given average
SNR ~, the reliable key rate (bits per dimension) is upper
bounded by Is(7)log,e. The energy cost per dimension is
Es = 0?7 so that the energy per bit normalized by the noise
variance is lower bounded by

[

15)

The minimum energy per key bit for reliable key acquisition,
(%)min, which is related to the reciprocal of capacity per unit
cost [12], is obtained by minimizing the lower bound over all
SNRs. Due to the convexity of I5(-y) at low SNR, time-sharing
is necessary to achieve (%)min. This is because IT%(’Y) <
ﬁ for all v > 0 and the linearity of time—sharings IT5(5)
for v < ~4* achieves the same (£4) . in this region (see
Fig. 2). It can be further verified that (%) = #ﬂ:*) log 2

where v* is the solution of (12).

min



{

D. Random Coding Error Exponent

Thus far we have characterized the secret key capacity,
I(7), as a function of ~y. This is an upper bound on the rate at
which secret keys can reliably be shared between A and B. We
now analyze the reliability of secret key acquisition through an
error exponent analysis [13], [14]. This analysis also enables
us to quantify the energy cost of reliably establishing a finite
length key between A and B. Since we are interested in
quantifying fundamental limits, we focus on error exponent
analysis of key acquisition based on the raw measurements
(Xa,Xp). For a given joint distribution Px , x, a given key
rate Ry < I5(y), and an implicit condition on public message
M (e.g., via Slepian-Wolf coding), the random coding error
exponent, Es(R;), bounds the (exponential) rate at which the
probability of error in key acquisition decays with the block
length N

P, 2 Pr[K, # Kao|M] < e NP ()| (16)

As quantization becomes finer to its extreme, F,(Rs) ap-
proaches to Gaussian error exponent [15]. In our setting, the
Gaussian joint distribution function Px ,x, is a function of
v. Therefore, the error exponent is function of Ry and ~.
The following theorem characterizes the random coding error
exponent in this case, which we state without proof due to
space limitations.

Theorem 3: For secret key generation from jointly Gaussian
measurements (X 4, Xp) in (4) with deterministic training
signal D, the error exponent is given by:

Case I: For veq > 1, Eg(Ry,7y) =

I(y) — Rs +1 —2log2,
plIs(v) — Rs + 1] = (1 + p) log(1 + p),
Case II: For voq < 1, E5(Rs,7) =

plIs(v) — Bs + 1] = (1 + p) log(1 + p),

and E,(Rs,~) = 0 if Ry > I, where R. = log(*52), p =
(14 Yeq)e = — 1, and I5(v) and ~eq are defined in (6) and
(9), respectively.

We also define a time-sharing error exponent similar to
the time-sharing secret key capacity. Consider a time-sharing
scheme with factor A\ that uses a fraction AN of the block
length N for key acquisition. To meet a desired key generation
rate Ry at a desired average v, the operational key rate and
SNR are given by R/ and /A, respectively. The bound in
(16) changes accordingly as

if0 < Ry < R
if R. < Ry < I,(y)

if 0 < Ry < I,(7)

P, < e ANE(53) 17)

and the exponent is /\Es(%, ). We maximize over 0 < A <1
to attain the largest error exponent.
Definition 2: The optimal time-sharing random coding er-

ror exponent for a given average SNR is
Ry ~
NE; | —,— | .
(A* A*)

Rs o
AT
(18)

We note that the optimal time-sharing factor A* (and the
corresponding operating ~* ~v/A*) in (18) is in general

TS —
ES7(Rs, ) = Jnax, AEs

T
= = = Mutual infomation
F Time sharing

Capacity (bits/dimension)

SNR (linear)

Fig. 1. Secret key capacity and time-sharing in the low-SNR regime.

different from the optimal A\* and ~* in (11) that maximizes
the time-sharing secret key capacity.

IV. DISCUSSION AND NUMERICAL RESULTS

We have cast the problem of secret key generation from
multipath randomness as a communication problem and our
results characterize the fundamental limits to performance in
reciprocal parallel wireless channels. Our analysis of secret
key capacity reveals a new fundamental limit — minimum
energy per bit for reliable key generation. The error exponent
analysis quantifies the minimum energy required for reliable
acquisition of a fixed-sized key. The resulting bounds on
the probability of error also serve as a benchmark for the
performance of any distributed source coding scheme, such as
Slepian-Wolf coding, used in practice for secret key acquisi-
tion between an pair of users. We now elaborate on the main
results and illustrate them with numerical examples.

Secret key capacity in the low-SNR regime. In a conven-
tional AWGN channel, the channel capacity is log(1+7) ~ ~
as v — 0. In contrast, I5(y) ~ 7% in the low-SNR regime. To
see this behavior clearly, note from (8) that when SNR is low

Xp=pXa+Wp= <711> Xa+WprvyXa+Wp
.o ElllXall®) ; :
and the ratio BWal?] ~ 1. Thus, the capacity of the equiv-
alent channel in (19) is I5(y) ~ log (1 + WQ). The quadratic
decay of equivalent received SNR causes the first derivative of
I5(~) to behave differently from that of conventional capacity
log(1 + ). Figure 1 plots I in the low-SNR regime and we
see that I5(y) is a convex function of v (=~ +2).

On the other hand, the time-sharing scheme uses only A\* N
channel dimensions (parallel channels) but operates at a higher
~* while keeping the average SNR the same. Operationally, a
time-sharing scheme uses a peaky signal resulting in a larger
channel gain (in A*N dimensions) in (19) and leading to a
higher capacity:

Cs(7) YY) =N (YY)

AL (
YR By

7*

*
~
~
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Fig. 2. Energy per key bit as a function of ~.

Now Cs(7) approximates a linear (not quadratic) function of
SNR with optimal gain §* by choosing the operating v*. We
note that peaky signals are also used for achieving capacity
in non-coherent fading channels in the wideband/low-SNR
regime [12]. Solving (12) numerically we get v* ~ 1.535
(1.861 dB). Figure 1 also shows Cy(7) (= I1°(%)).

Minimum energy per key bit. The first derivative of secret
key capacity Cs(7) also affects the minimum energy per bit
so (£) . depends on Cy(y)™* [12]. Since I(7) ~ +? at
low SNR without time-sharing, it has zero slope when v — 0.
To get (%)min, we find the stationary point SNR of right
hand side of (15). It can be shown that the resulting optimal
operating SNR is same as what we get from (12) and ()
evaluates to about 2.33 (3.67 dB) [15]. Time-sharing therefore
gives a lower % at low SNR. In particular, as stated in section
ITI-C, a time-sharing scheme achieves (%)min for all v < ~*.
Figure 2 plots energy per key bit as function of v with and

without time-sharing.

Minimum energy for a finite-length key. It is also useful
to quantify the minimum energy needed to acquire a key
of a fixed length (bk, bit) with a target key acquisition
error probability e. An upper bound on the minimum energy
required to generate a finite-length key can be determined
using an error exponent analysis. Given a key length bycy
(bits), the key rate for a channel with N dimensions is
R, = b‘;f,y log 2. A probability of error P, < € can be ensured
if the random coding upper bound is less than e,

b
—NE; l;\?y log 2,y <e

e (20)

which is equivalent to 1
NE, ( key log2,7> > log —. 1)

N €

For a given ~, the function on the left hand side increases in
N. Thus, the minimum N satisfying (21), say Npn, is the
root of (21) with equality. Since energy is a linear function
of N (for a given <), the minimum energy for acquiring the
biey-length key is

Exey = Nimin -7 - 02 . (22)

600 T T

- = = Without time sharing
—— With time sharing
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300F b =64 -
N < key
~ -~
250 ‘ ‘ ‘ ‘ ‘
1 2 3 4 5 6 7
SNR (linear)
Fig. 3. Energy for a fixed-length key as a function of . byey, = 64 and
128, e = 0.01

Figure 3 plots ke, as function of v with or without time-
sharing for byey, = %4 and 128, ¢ = 0.01. We can see a similar

trend as in minimum energy per key bit. Without time sharing,
Ekey increases very fast as v — 0. This is because in (21) as
v — 0, the error exponent decays faster than v and, hence,
the feasible solution N of (21) increases faster than 1/. This
causes Exey to go to infinity as v — 0. On the other hand,
with time-sharing, Eie, at low SNR is as least as good as at
the optimal higher SNR.
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